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Tracking and Data Security

• New comprehensive data privacy laws focus on, inter alia:
• Tracking
• Collection and sale of personal information
• Data security—i.e., standards to prevent and remedies in the event of data breaches

• Availability of these “protections” are achieved through
• Opt-in

• We won’t track you or collect and sell your personal information unless you give us 
permission to do so

• Default approach in Europe; rare in the U.S.
• Opt-out

• We will track you and collect and sell your personal information until you tell us not to
• Default approach in U.S.



Why

• U.S. adopted an advertising-based approach to provide “free” 
information on the web
• The real “cost” is you sharing all your information—what sites you 

visit, what posts you read, what videos you watch, what items you 
purchase
• In exchange, websites offer you a “personalized” experience by trying 

to target specific ads to your web experiences, as well as recommend 
specific content (movies on Netflix; products on Amazon)



Good Source for Tracking Proposed State 
Privacy Laws
• International Association of Privacy Professionals (IAPP)
https://iapp.org/resources/article/state-comparison-table/



Opt-Out

• California Consumer Privacy Act (CCPA) § 1798.120
• Consumer has right, at any time, to direct a business that sells personal information about 

the consumer to third parties not to sell the consumer’s personal information
• Businesses that sell information to third parties must provide notice to consumers that 

information may be sold and give consumers right to opt-out
• Opt-in provisions for children under the age of 16

• California Privacy Rights Act (CPRA; Prop. 24) revised § 1798.120
• Applies to businesses that don’t just sell personal information but also share personal 

information
• Virginia § 59.1-573(A)(5)

• A consumer may opt out of the processing of the personal data for purposes of targeted 
advertising, the sale of personal data, or profiling in furtherance of decisions that produce 
legal or similarly significant effects concerning the consumer

• Controller that sells personal data to third parties or processes personal data for targeted  
advertising must clearly and conspicuously disclose such processing, as well as the manner in 
which a consumer may exercise the right to opt out of such processing



How to Opt Out of Off-Facebook Tracking

• Settings & Privacy|Settings|Your Facebook Information
• Off-Facebook Activity|Manage Your Off-Facebook Activity
• Manage Future Activity



Opt-In

• Massachusetts Information Privacy Act (SD 1726)
• A covered entity must obtain consent before collecting or causing to collect 

personal information for purposes of processing an individual’s personal 
information for the first time
• Must be renewed annually
• Individuals shall have the right to know what personal information a covered 

entity or a data processor will collect and process about the individual, 
including the categories and specific pieces of personal information the 
covered entity processes, before giving consent for the collection and 
processing of their personal information
• “Consent” means freely given, specific, informed, unambiguous, opt-in 

consent by individuals 



Opt-In

• New Jersey Disclosure and Accountability Transparency Act (NJ A3283)
• The collection and processing of a consumer’s personally identifiable information 

shall be: (1) collected and processed only upon the consumer affirmatively opting in 
to the collection

• NJ A3255 
• Requires certain businesses to notify customers of certain information concerning 

the collection and sale of personally identifiable information and to allow customers 
to opt-in to collection and sale

• A third party shall not sell personally identifiable information about a consumer that 
has been sold to the third party by a business unless the consumer has received 
explicit notice and is provided an opportunity to exercise the right to opt-in

• [But,] A business that sells consumers’ personally identifiable information to third 
parties shall provide notice to consumers that this information may be sold and that 
consumers have the “right to refuse to opt-in” of the sale of their personally 
identifiable information to third parties



Opt-In

• New York Digital Fairness Act (A 6042)
• A  covered  entity  shall  obtain  freely given,  specific, informed, and 

unambiguous opt-in consent from an individual to: (a) Process such 
individual’s personal information
• A  covered  entity  shall not process personal information it has acquired from  

a  third  party,  without  the  freely  given,  specific, informed,  and  
unambiguous  opt-in  consent from the individual to whom that personal 
information pertains



Opt-in

• Washington People’s Privacy Act (HB 1433)
• A  covered  entity  shall  not,  without  freely  given,  specific, informed, and 

unambiguous opt-in consent from an individual: (i) Process the individual’s 
captured personal information
• Must be renewed annually
• A covered entity shall provide a mechanism for an individual to  withdraw  

previously  given  consent  at  any  time



Dissuading Users from Opting Out/
Encouraging Users to Opt-in

• Dark Pattern
• Design that manipulates or heavily influences users 

to make certain choices
• “Make Ads More Personalized”

• = Track Me
• More conspicuous option
• Phrased as a positive

• “Make Ads Less Personalized”
• =Track Me Less
• Less conspicuous option
• Phrased as a negative



California’s Dark Pattern Prohibition

• A business that sells or shares consumers’ personal information must 
at a minimum, provide a “Do Not Sell or Share My Personal 
Information” link on its homepage (§ 1798.135(a)(1))
• Opt-out option must be easy to locate and contain no more steps than 

necessary to opt-out
• Cannot use confusing language (such as double-negatives)

• Use of dark patterns ¹ consent (§ 1798.185(20)(C)(iii))
• “Dark pattern” = a user interface designed or manipulated with the 

substantial effect of subverting or impairing user autonomy, 
decisionmaking, or choice, as further defined by regulation (§
1798.140(l))



Prohibitions Against Dark Patterning

• Massachusetts Information Privacy Act (SD 1726)
• A covered entity requesting consent shall not coerce consent through the use of interfaces 

that:—
i. threaten or mandate an individual’s compliance;
ii. ask questions or provide information in a way individuals cannot reasonably understand;
iii. attract the individual’s attention away from their current task by exploiting perception, 

particularly pre-attentive processing;
iv. take advantage of individuals’ errors to facilitate the interface designer’s goals;
v. deliberately increase work for the individual;
vi. interrupt the individual’s task flow;
vii. use information architectures and navigation mechanisms that guide the individual toward 

not having a real option to consent;
viii. hide desired content or interface elements;
ix. limit or omit controls that would facilitate task accomplishment by the individual;
x. present disturbing content to the individual; or
xi. generally mislead or deceive the individual.



Data Breach Remedies

• Spokeo, Inc. v. Robins, 136 S. Ct. 1540 (2016)
• Article III standing first and foremost requires that the plaintiff suffered an 

“injury in fact”
• To establish injury in fact required for Article III standing, a plaintiff must show that he or 

she suffered an invasion of a legally protected interest that is concrete and particularized 
and actual or imminent, not conjectural or hypothetical

• Circuits are split on whether a heightened “risk of future harm” from 
a data breach constitutes an injury in fact



CCPA Private Right of Action (Cal. Civ. Code §
1798.150)
• Any consumer (who is a California resident) whose 
• nonencrypted and nonredacted personal information 
• is subject to an unauthorized access and exfiltration, theft, or disclosure 
• as a result of the business’s violation of the duty to implement and maintain 

reasonable security procedures and practices appropriate to the nature of the 
information to protect the personal information 
• may institute a civil action to recover damages in an amount 

• not less than one hundred dollars ($100) and not greater than seven hundred and fifty 
($750) per consumer per incident or 

• actual damages, whichever is greater



CCPA Private Right of Action

• “Personal information” means (Cal. Civ. Code § 1798.81.5(d)(1))
• (A) An individual's first name or first initial and the individual's last name in 

combination with any one or more of the following data elements, when either the 
name or the data elements are not encrypted or redacted:

i. Social security number.
ii. Driver’s license number, California identification card number, tax identification number, 

passport number, etc.
iii. Account number or credit or debit card number, in combination with any required security 

code, access code, or password that would permit access to an individual's financial 
account.

iv. Medical information.
v. Health insurance information.
vi. Unique biometric data

• (B) A username or email address in combination with a password or security 
question and answer that would permit access to an online account



CCPA Private Right of Action

• Facebook 2021 Data Breach
• 533 million accounts

• 32 million+ in the U.S.
• How many California residents?

• Data allegedly scraped
• Full names
• Facebook IDs
• Phone numbers
• Birthdates
• Locations
• Bios and, 
• In some cases, email addresses

• Enough to qualify for § 1798.150?



Other States’ Private Right of Action

• Florida (HB 969)
• For data beaches only
• Essentially same as California, though definition of Personal Information broader

• Massachusetts (SD 1726)
• A violation of this chapter or a regulation promulgated under this chapter regarding an 

individual’s personal information constitutes a rebuttable presumption of harm to that 
individual
• The court may award liquidated damages of not less than 0.15% of the annual global revenue of the 

covered entity or $15,000 per violation, whichever is greater; plus punitive damages and attorney’s fees
• Definition of Personal Information much broader than California’s

• Minnesota (HF 36)
• Civil liability for violation of act, though no rebuttable presumption of harm
• Damages not less than $100 and not more than $750 per consumer, per violation, or the 

consumer’s actual damages, whichever is greater
• Definition of Personal Information much broader than California’s



Other States’ Private Right of Action

• New York 
• A 680: Civil liability for violation of act, but limited to actual damages and/or injunction

• Definition of Personal Information much broader than California’s
• A 6042: A violation of this chapter or a regulation promulgated under this chapter regarding 

an individual’s personal information constitutes a rebuttable presumption of harm to that 
individual (same as Massachusetts)
• The court may award liquidated damages of $10,000 or actual damages, whichever is greater; plus 

punitive damages and attorney’s fees
• Very broad definition of Personal Information: Includes information that is captured in exchange for any kind of 

value provided to the individual to whom the information pertains, including but not limited to a good or service, 
the placement of targeted advertisements, or a membership

• SB 567: A consumer who has suffered a violation of this section (i.e., violating an opt-out 
request) may bring an action for statutory damages
• A violation of this section shall be deemed to  constitute an injury in fact to the consumer who has 

suffered the violation, and the consumer need not suffer a loss of money or property as a result of the 
violation in order to bring an action for a violation of this section

• Statutory damages of $1,000 per incident or actual damages, whichever is greater
• Definition of Personal Information much broader than California’s



Other States’ Private Right of Action

• Pennsylvania (HB 969)
• For data beaches only
• Essentially same as California, though definition of Personal Information 

broader



Trending . . . Industry Responses

App Tracking Transparency notification that iPhone users will see 
beginning April 26, 2021





Trending . . . ”Watered-Down” Privacy
Legislation
• Virginia’s law supposedly written by Amazon with help from Microsoft

Source: https://themarkup.org/privacy/2021/04/15/big-tech-is-pushing-states-to-
pass-privacy-laws-and-yes-you-should-be-suspicious



Trending (or not) . . . Proposed Federal Privacy 
Legislation
• Three comprehensive privacy laws introduced (but not passed) in 116th

Congress (2019–2020)
• S. 2968 – Consumer Online Privacy Rights Act
• S. 3456 – Consumer Data Privacy and Security Act of 2020
• S. 4626 – SAFE DATA Act

• Source: https://iapp.org/resources/article/comparison-of-proposed-u-s-federal-privacy-
legislation/

• On March 12, 2021, Representative Suzan DelBene (D-WA), a former 
Microsoft executive, introduced H.R. 1816, to require the Federal Trade 
Commission to promulgate regulations related to sensitive personal 
information, and for other purposes
• https://delbene.house.gov/uploadedfiles/delbene_privacy_bill_final.pdf


